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Abstract. Equational tree automata accept terms modulo equational theories,
and have been used to model algebraic properties of cryptographic primitives
in security protocols. A serious limitation is posed by the fact that alternation
leads to undecidability in case of theories like ACU and that of Abelian groups,
whereas for other theories like XOR, the decidability question has remained open.
In this paper, we give a positive answer to this open question by giving effective
reductions of alternating general two-way XOR automata to equivalent one-way
XOR automata in 3EXPTIME, which also means that they are closed under in-
tersection but not under complementation. We also show that emptiness of these
automata, which is needed for deciding secrecy, can be decided directly in 2EX-
PTIME, without translating them to one-way automata. A key technique we use
is the study of Branching Vector Plus-Minimum Systems (BVPMS), which are a
variant of VASS (Vector Addition Systems with States), and for which we prove
a pumping lemma allowing us to compute their coverability set in EXPTIME.

1 Introduction

Tree automata [7, 4] are a well known tool for verifying cryptographic protocols [14, 8,
3]. Most approaches to verifying cryptographic protocols are based on the assumption
of perfect cryptography which ignores the algebraic properties of encryption. Such an
analysis is often unrealistic. For example an attack [17] was found against Bull’s re-
cursive authentication protocol which uses XOR for encryption, although the protocol
was shown to be secure [16] assuming perfect cryptography. To deal with such alge-
braic properties, we have introduced equational tree automata [20, 22, 21] which accept
terms modulo equational theories. While related, but not identical, notions of automata
have independently been introduced by others [15, 13], the distinguishing feature of our
approach is the description of automata transitions using Horn clauses, which provide a
uniform framework for expressing variants of general two-wayness and alternation [18]
(see also [4], Chapter 7), as well as for dealing with arbitrary equational theories.
Protocol insecurity is NP-complete [2, 1] for several theories including XOR, as-
suming bounded number of sessions. This may help in detecting attacks which require
very small number of sessions. But for certifying protocols we need some safe abstrac-
tion, which does not miss any attacks. A common safe abstraction is to let a bounded
number of nonces be used in infinitely many sessions, although security still remains
undecidable [3], even with perfect cryptography. With this abstraction, any protocol can
easily be modeled using Horn clauses, following e.g. the approach of [5]. The idea is to
define an unary predicate I such that I(m) holds exactly for messages m known to the



intruder. Then to obtain clauses of alternating general two-way automata we use some
safe abstraction, as in [10], or [9]. The secrecy problem then reduces to the intersection-
emptiness problem of these automata: we check that 7(m) is false for certain set of m’s.

In our previous work, we have dealt with equational tree automata [22, 21] for the
theory ACU (consisting of the axioms z + (y +2) = (z +y)+z, 2 +y =y + =
and z 4+ 0 = z) of an associative-commutative symbol + with unit 0, and its variants,
since these are the ones which occur most frequently in cryptographic protocols. These
variants are obtained by adding certain axioms to the theory ACU. The variants studied
include the theory AG of Abelian groups obtained by adding the axiom z 4 (—z) = 0,
the theory XOR obtained by adding the axiom z+x = 0, and the theory ACUI obtained
by adding the axiom z+xz = x of idempotence. We have used the theories ACU and AG
to model [20] the IKA.1 group key agreement protocol [19] using decidable fragments
of our equational tree automata. More efficient approximate verification techniques for
the same modeling are used in [10] to obtain a fully automated proof of security of this
protocol in the so-called pure eavesdropper model. Unfortunately alternation leads to
undecidability in case of theories ACU and AG. Similarly general two-wayness encodes
alternation and leads to undecidability.

While alternation and general two-wayness lead to undecidability for theories ACU
and AG, the question was left open for the theories XOR and ACUI. Surprisingly, we
show in this paper that XOR automata are decidable even with alternation and gen-
eral two-wayness. We show that these automata can actually be reduced to equivalent
one-way XOR automata in 3EXPTIME, hence they are closed under intersection but
not under complementation, and their emptiness is decidable. We also show the latter
problem to be decidable in 2EXPTIME, without constructing the equivalent one-way
automata. Recall also that emptiness of alternating tree automata is EXPTIME-hard al-
ready in the non-equational case [4]. Our results imply that secrecy of cryptographic
protocols with XOR modeled using alternating general two-way XOR automata is de-
cidable in 2EXPTIME.

While our techniques used to deal with non-alternating equational tree automata
relied heavily on semilinear, or Presburger-definable, sets, the techniques required in
this paper to deal with the alternating case are remarkably different, based on studying
Branching Vector Plus-Minimum Systems (BVPMS), which are a variant of VASS [11],
similar to Branching VASS (BVASS) [23]. Unlike VASS and BVASS, BVPMS have a
minimum operation but no subtraction. We show an interesting and natural connection
between BVPMS and alternating XOR automata. A key result of the paper is a pumping
lemma for BVPMS, allowing us to compute their coverability sets, which are approx-
imations of the set of reachable configurations, in EXPTIME. In contrast, coverability
sets of VASS and BVASS are computed using the Karp-Miller construction [12] which
however only gives a non-primitive recursive algorithm. Our techniques also yield sim-
ilar decidability results for the theory ACUI which was the other open case.

Note that alternation is crucial for precise analysisof A — B: {Na}Kéb’ {Na}bi
protocols. Consider the following example protocol B — A: Na
in standard notation, where K, are private keys A— B:{Nb}g1,

between A and B. Following [5], and knowing that an intruder knows (my,ms) iff it
knows both m; and m, we get clauses of the form I (enc(Na, K,)), I(enc(Na, K2)),



I(z) < I(enc(z, K},)) A I(enc(z, K?2,)), I(enc(Nb, K},)) (enc represents encryp-
tion) and also clauses for deductive abilities of the intruder, e.g. I(pair(z,y)) <
I(x)NI(y), I(y) < I(pair(z,y)). These clauses are translatable to alternating general
two-way automata clauses. E.g. the third clause above is translated as P(K },), Q(K?,),
R(z) < I(enc(x,y))ANQ(y), I(x) < I(enc(z,y)) AR(xz)AP(y) for fresh predicates
P,Q, R. Nbis secret, and I(Nb) is not deducible. Note however that the variable 2 on
the left side of the third clause appears twice on the right. Such clauses violate the re-
strictions imposed to obtain decidability in [22] and can easily encode alternation [22].
We may abstract this as the clause I(z) < I(enc(z, K},)) A I(enc(y, K%)), (note
distinct variables = and y). But now I(INb) becomes true, producing a false attack. The
point we are making here is that disallowing alternation may force us to abstract away
too much information from the protocols.

To our knowledge the only other work which presents decidability results for un-
bounded number of sessions in presence of some equational theory is [5, 6], which
presents a decidable class C® of Horn clauses with XOR. This is incomparable to ours:
they don’t allow +-pop clauses (see Section 2) unless P = P; = P, but allow more
general clauses involving other symbols. The clauses required for the example protocol
modeled using C® in [5, 6] belong to our class. We give a 2EXPTIME algorithm for de-
ciding secrecy whereas the complexity upper bound known for C® is non-elementary,
as remarked in [6]. In this work we are also interested in the expressiveness and closure
properties of our automata, besides the secrecy problem.

The paper is organized as follows. We start in the next section by introducing equa-
tional tree automata and examining the structure of derivations in alternating XOR au-
tomata. We then introduce BVPMS in Section 3 and show how to decide emptiness
of alternating XOR automata by using their connections with BVPMS. In Section 4
we prove a pumping lemma for BVPMS which allows us to compute their coverability
sets. This is then used in Section 5 to eliminate alternation from XOR automata. These
results are used to treat general two-wayness in Section 6.

2 Equational Tree Automata

Consider a signature which includes the special symbols + and 0. Symbols other than
+, 0 are called free. Functional terms are terms of the form f(¢1,...,¢,) where f is
free. We use unary predicates to represent states of automata. Read an atom P(t) as
‘term ¢ is accepted at state P’. An (equational) tree automaton is a finite set of definite
clauses P(t) < Py(t1) A ... A Po(tn) (t,t;’s may contain variables). Read this clause
as “if ¢; is accepted at P, for 1 < ¢ < n then t is accepted at P’. P(t) is the head, and
the remaining part the tail of the clause. Given an equational theory £ modulo which an

automaton A is considered, derivations of ground atoms are defined using the rules:

‘ W(mw < Pi(t1) Ao A Po(tn) € A) IIZE‘;; (s=¢t)

where o is a ground substitution, and =¢ is the congruence on terms induced by the
theory £. Hence the derivable atoms are the elements of the least Herbrand model
modulo £. If S is a set of states then we also say that S(¢) is derivable to mean that
P(t) is derivable for all P € S. We write A/ to indicate the equational theory mod-
ulo which the automaton A is considered. We define the language Lp(A/E) = {t |




P(t) is derivable}. If in addition some state P is designated as final then the language
accepted by the automaton is Lp(A/E). A state is empty if it accepts no term.
We are in particular interested in the following kinds of clauses, called zero clauses,

+-pop clauses, alterna-
tion clauses, free pop Po) @) Pz +y) < P(x)AP(y) (9

clauses and general P(z) < Py(z)A...APy(z) (n>1)@3)

)
push clauses respec- :
tively, where 2, ... P(f(z1,...,2n)) < Pi(x1)AN... AN Pp(zy) (fis free;(4)

n

are mutually distinct in ~ P(#i) < Q(f (@1, 20)) A Pr(ziy) A A Pr(,)(5)
clauses (4) and (5), (fisfree,1 <i,i1,...,ix <n)
x,y are distinct in clause (2), and P, @, P;’s are states. See [10] for an example model-
ing of cryptographic protocols using these clauses. Alternating automata contain clauses
(1-4). Alternating general two-way automata contain clauses (1- 5). Alternation clauses
(3) in which n = 1 are called ¢ clauses. One-way automata are alternating automata
in which all alternation clauses are e clauses. In the non-equational case, one-way
automata are exactly the classical tree automata usually described in the literature:
clause (4) is usually written as the rewrite rule f(Py,...,P,) — P, and e clauses
are written as ; — P. For an automaton A, we denote by Ay,.. the set of clauses
(4) in A, and by A., the set of clauses (1-3) in .A. The (emptiness of) intersection of
a set S of states is the (emptiness of) the set of terms ¢ such that S(¢) is derivable.
In presence of alternation clauses, deciding intersection-emptiness of S is the same as
deciding emptiness of a fresh state /> by adding the clause P(z) < Agcq Q(2).
XOR derivations. We examine the structure of derivations in alternating XOR au-
tomata and relate them to BVPMS. Recall that modulo XOR, any term can be converted
to a normal form by repeatedly replacing subterms ¢ + ¢ by 0. If s =xor ¢ then s and
t have the same normal form (upto =4y congruence). As our interest is in the theory
XOR, throughout this paper, if s = cu t then we treat s and ¢ as the same object.
This will not cause any confusion. We think of derivations in equational tree automata
as trees. At each node we either apply a clause or rewrite using the equational theory.
Let .A/€ be an alternating automaton on a finite set of states . Then any derivation
6 of an atom P(¢) in A/€ is uniquely described as C[d1, . .., d,] (the ordering of the
0;’s being ignored) such that each subtree §; uses an application of a free pop clauses
at the root node, and the nodes in C contain only applications of clauses from A, and
rewritings using . If the conclusion of each §; is P;(¢;) then we call the (unordered)
list Py(t1),...,P,(t,) as the functional support of §. (Clearly each ¢; is functional.)
This definition generalizes that of [22] for one-way automata.

Let Zp = {S | 0 # S C P}. Introduce a new set of constants: A = {ag |
S € Zp}. We use ag as abstraction for functional terms accepted at each state in .S,
in order to analyze derivations. Let p = |Zp| = 2/Fl — 1. We name the elements of
Zp asSi,...,S,. Modulo ACU, any term on the signature A U {0, +} is of the form
> | njas,, equivalently p-tuples (n1,...,n,) € NP. In this paper we consider them
interchangeably as terms or p-tuples. For v € NP the ith component of v is v[i]. If
I={i,...,igt wherel <i; < ... < i < pthenv[I] denotes (v[i1],...,V[ix]) €
N*. The tuple (n,...,n) is also written as n. For n € N define the characteristic
n* € {0,1} as: n* = 0 if n is even, and n* = 1 otherwise. For v € NP define
v* = (V[1]%,...,v[p]*) € {0,1}P. Define partial order <,,, (on N and on NP) as:



x <gor yiff x <yandz* = y*. For Z C Zp, define X4 z to consist of atoms modulo
ACU which can be deduced by the following rules.

L gy (Pesez 2 Pgeias) 3 BOO_Rle) (p( 1y) « Pi@) A Paty) € 4)
4. 5 (P(O) € 4) 5. Bl (p(a) < Pu@) A~ A Pala) € )

Rule 2 is another way of saying that if P(t) € X4,z and t’ <, t then P(t') € X4 2.
An atom in X4 z summarizes the effect of an arbitrarily large derivation in A/XOR
using clauses of A.,. The constants ag represent the effect of applying the clauses of
Atree. The sets in Z account for the terms which are canceled using the XOR axiom
during the derivation. This is formally stated by Lemmas 1 and 2, and illustrated by
Example 1. Let (X)1<;j< denote an unordered list X1, ..., X}.

Lemmal. Let ¢t; + ... + t,, be the normal form of ¢ where each ¢; is functional.
Then every derivation ¢ of P(t) in A/XOR has a functional support of the form
(P} (ti))1<isna<ji<h (QF (wi))1<icma<j<i, With k; > 1for 1 < i < n,m > 0
and Il; > 1for 1 < i < m, such that, letting S; = {Pf | 1 < j < k;} for
1<i<mnandlettingT; = {Q |1 <j <l}forl1 <i<mforalU, 2
Sty U 280, Vi 2Ty, Viy 2 Ty Z 2 {U, ..., Up, V1,..., Vi } we have
Play, +...+ay,) € Xa,z.

Lemma2. Let P(ag, + ... +as,) € Xa,z. Then S; € Z for 1 < i < n. If there
are terms ¢1,...,t, such that Sy(t1),...,Sn(t,) are derivable in A/XOR, and if

for each S € Z there is some term ¢g such that S(tg) is derivable in A/ XOR, then
P(ty + ...+ ty) is derivablein A/ XOR.

Example 1. Let automaton .4 have following clauses:

Pi(g(z)) < Ps(z) Pz +y) < Pi(x) A Pa(y) Ps(f(z)) < Ps(w)
Py(x +y) < P3(z) A Py(y) Ps(x) < Pr(z) A Ps(x) Py(0)
Pz +y) < Ps(z) ANPy(y)  Pola) Pr(a) Py(a)
Here is a possible deriva- Ps(a) Pr(a) Ps(a) Fs(a) Po(0)
tion in A/XOR. Its Ps(f(a)) Ps(a) Py(a)
functional support is

Pi(9(f(a))), Pr(a), Ps(a), Ps(a).  T10U(@) Poa+a)

Also P(a{pl}) S P(g(f(a)) +a+a)

XA ({P}{Pr,Ps, Ps}}- P(g(f(a)))

3 Branching Vector Plus-Minimum Systems

We will see that alternating XOR automata are naturally related to Branching Vector
Plus-Minimum System (BVPMS). Fix some 1 < r € N. We will be dealing with
non-negative r-tuples (i.e. elements of N”). A BVPMS on some finite set QQ of states
is defined to be a finite set of clauses of the following form, called constant clauses,
addition clauses and minimum clauses respectively, where P, P;’s are from Q, x, y are
distinct variables, and x4, . . ., z,, are mutually distinct variables.

P(v) (ve{0,1}7)  (6) Pz +y) < Pi(z) A Pa(y)  (7)
P(CC1|_||_|£L‘n)¢P1(CC1)/\/\Pn(CEn)(n21) (8)



A configuration is of the form P(v) for P € Q and v € N”. As for tree automata, we
can read it as ‘v is accepted at P’. Derivations of configurations in BVPMS are induc-
tively defined in a similar way as derivations of atoms in equational tree automata. \We
interpret + as componentwise addition of r-tuples, and 1 as componentwise minimum.
Then by instantiating all the variables in a clause by r-tuples, if the resulting configu-
rations in the tail are derivable then the resulting configuration in the head is said to be
derivable. The restriction v € {0, 1}" in clause (6) is for the complexity results. Using
clauses (6) and (7), we can clearly express clauses P’(v") for arbitrary v/ € N”.

Lemma 3. The emptiness problem for BVPMS, i.e. the question whether some state
accepts no tuple, is decidable in polynomial time.

From XOR Automatato BVPMS. The minimum clauses allow us to model the alter-
nation clauses of automata in presence of the cancellation axiom of XOR. Let A be an
alternating XOR automaton on a finite set of states IP. Let Zp and p be as in Section 2.
We use a BVPMS V on p-tuples to compute the sets X 4 . (The parameter r above is
instantiated to p). The set of states of V is Q = P x {0, 1}? x 2%#. The configuration
(P,v', Z)(v) represents the fact that P(v) € X4,z and v/ = v*. The intuition is that
Rules 2 and 5 in the definition of sets X 4 z can be represented by minimum clauses.
However we should not take the minimum of an even number with an odd number. This
is controlled by v/ in the state (P,v’, Z). The clauses of V are as listed below. Note
that by the conventions of Section 2, ag € {0, 1}? in item (iii). We use the parame-
ter ¢; to denote the maximum size of any clause in A, the size of a clause being the
number of atoms in it, and ¢, to denote the number of clauses in .A. The corresponding
parameters for BVPMS are v; and vy. Without loss of generality we assume that in
clause (3), Py, ..., P, are mutually distinct. We have |Q| = 2270 ) = O(|P]), and
vy =Cg - 2270 s computable in time ¢, - 9200,

(i) (P,0,2)(0) for each Z C Zp and|(iii) (P,as, Z)(as)foreachP € S e Z C
clause P(0) € A Zp.

(i) (P(r1 + )5, 2)(x + y) <|(iv) (Pv,Z)(x1 N ... 1 ) <
(P11, Z) ()N (Pa,v2, Z)(y) for each|{(Pi,v,Z)(x1) A ... A (Pn,v,Z)(xy)
vi,ve € {0,1}P, Z C Zp and clause|for each v € {0,1}?,Z C Zp and clause
Pz +y) < Pi(z) A Pa(y) € A. P(z) <= Pi(z)N...\NPy(z) € A

Lemma 4. We have the following results:
() If P(v) € X4,z then for some v/, (P,v*, Z)(v') is derivable in V and v <, v/
(i) If (P,v', Z)(v) is derivable in V then P(v) € X4,z and v/ = v*.

This relation between BVPMS and sets X 4, together with the relation between
sets X4,z and derivations in .A as stated by Lemmas 1 and 2, are the basis of all results
about alternating XOR automata in this paper. First we show how to decide emptiness
of the latter. Recall that propositional Horn clauses are of the form X < X  A...A X,
where X, X;’s are propositions. Derivations of propositions using a set of propositional
Horn clauses are inductively defined as usual. Let .4 and V' be as above. Introduce
proposition X ¢ for S € Zp, and define a set H of propositional Horn clause to contain:
(i) clause X5 < Xgs, A... A Xg,,Where S = {P*,..., P¥}, S, = {P},..., PF} for
1<i<n,and Pi(f(z1,...,20)) < P/ (1) A ... API(20) € Afpec forl < j <k



(ii) clause Xs < Ajc, X7, where for some ' € {0,1}7, forall P € Z, the state
(P,v', Z) is non-empty in V.

Then X is derivable from H iff S has non-empty intersection. Clauses (i) are stan-
dard. Clauses (ii) take care of permutations and cancellations using the XOR axioms.

Theorem 1. Emptiness of alternating XOR automata is decidable in 2EXPTIME.

Eliminating alternation requires more work. The coverability set of BVPMS is
(some finite representation of) the downward closure of the set of derivable configu-
rations, for the following ordering on configurations: P(v) < P’(v') iff P = P’ and
v < v/, where < also denotes the component-wise ordering on tuples. Since the sets
X 4,7 are downward closed (for an ordering on configurations based on <,,-), our main
interest is in the coverability set of V. For this we use a pumping lemma.

4 A Pumping Lemmafor BVPMS

Fix a BVPMS V on r-tuples on a finite set of states Q. We will show that if a certain
component in a derivable configuration exceeds 2/@l then it can become arbitrarily large.
We use a pumping argument which iterates certain portions of the derivation. Compared
to usual pumping arguments, the main difficulty here is that we need to do simultane-
ous pumping on several (possibly overlapping) parts of the derivation. For example in
clauses (8), in order to strictly increase z; M ... Mz, in some [th component, we have
to ensure that each x; strictly increases in the ith component. At the same time we have
to take care that the other components do not decrease while pumping. Also note that
because of the minimum clauses, the values of configurations need not increase and
might even decrease if an observer goes from a node in a derivation towards the root.

An Add-Min Tree (AMT) in V is a finite tree 7, each of whose nodes is labeled with
an element of Q, and each of whose edges is labeled with some » € N". Instead of
pumping directly on the derivations in V, we will compute AMTs which pick out those
paths on which we will pump. The values from other paths will label the edges. AMTs
are what we will pump on. As usual, positions (or nodes) in an AMT are described
using strings of positive integers. The empty string A is the root node. The & children
of anode ware « - 1,...,« - k. The state labeling the node « is denoted 6+ («). For
all notations we define, we omit the AMTSs in subscripts if there is no confusion. If 3
is a descendant of some node « then the distance from a to 3, denoted d+(«, 3) is the
sum of the labels of all the edges on the path from « to 5. An AMT 7 is feasible if for
every non-leaf node a with & children, if (6(« - ¢))(v;) is derivable in V for some v; for
1 <i <k, then (8(a))(i<icr(vi +d(c, a - 4)) is derivable in V. A valued AMT is an
AMT 7 together with a label wr(«) € N” for every node « of 7, such that, if « is a
non-leaf node with % children then w(a) = [i<i<r(w(a - i) + d(a, a - 7)), and if a is
a leaf node then (6(«))(w(«)) is derivable in V. From definitions:

Lemma5. For a node « in a valued feasible AMT 7, (6(«))(w(«)) is derivable in V.
As addition distributes over minimum, we have:

Lemma 6. Inavalued AMT 7, for every node o we have
w(a) = |_|[3 is a leaf in the subtree rooted at o (W(5) + d(e, 9)).



For1 <1 <r, wesay v <; v»to meanthat v; < s and 14[l] < v2[l]. Given two
(possibly valued) AMTs 7; and 73, we say 7; <; 73 to mean that 07, (\) = 61,(N),
and for every leaf node « of 73, there is a leaf node 3 of 73, such that 1, (8) = 01, («)
and dT1 ()\, ﬂ) <y dT2 ()\, a).

Lemma?. Let 7; be a valued AMT and 7, a feasible AMT such that 77 <; 75. Then
(01,(N\))(v) is derivable in V for some v such that wr, (\) <; v.

Proof. (Sketch:) For each leaf node « of 73 let 3, be a leaf node of 77 such that
01, (Ba) = 01, (o) and dr; (A, Ba) <i dr (A, ). We transform 73 into a valued AMT
by defining wr, («) for each node « of 75. We do this by induction on the height of «.
If « is a leaf, we define wr, (o) = wr, (B4). If « is a non-leaf node with & children,
we define wr, () = [h<i<k(wz, (i) + dg, (@, a.i)). Clearly this makes 75 a valued
AMT. From Lemma 5, (07, (\))wr, (A) is derivable. We now use Lemma 6 and arith-
metic properties of minimum to show that wr, (\) <; wr, (A). O

We call a node o of an AMT 7 an [-major node if every edge out of « has a label
v with 0 <; v. Otherwise « is an I-minor node. Trivially a leaf node is always I-major.
We use I-major nodes for pumping in AMTS:

Lemma 8. Let 7 be a feasible AMT such that every leaf node « has a strict ancestor
(call it 8,) which is I-major, such that 61 (8,) = 61 («). Then there is a feasible AMT
T withT <; 7.
Proof. Let AMT 7" be obtained from
7T by replacing each leaf node « by the
subtree of 7 at position 3,. 7" is fea-
sible since 7 is feasible and 01 (5.) =
61 (). To show that 7 <; 77, pick any
leaf node  of 7'. We have to find a leaf
node (3 of 7 such that 0.7 (3) = 61 (a) ool
and dr (), 5) <; dr/ (A, «). By construction, there is a leaf node « of 7" and a string
o suchthaty = a - o, dr(Ba,Ba - &) = dr(a,7y) and 07 (B - &) = 07/ (7).
We show that the required 3 is 3, - o’. As 3, is a strict major ancestor of o we have
0 <; d7(Ba, ). Hence dr (X, Bo - &) <y d7 (N, Ba - &) + d7 (Ba, ) = dr (N, Ba) +
d1(Ba, Ba- ') +d1 (Ba, ) = d7: (N, fo) +d7/ (0, ) +d7: (Ba, @) = d7/ (N, ). O
Observe that in the above proof we pump on every path of 7. The pumping lemma
is now proved below. Given a derivation of a configuration in which the /th component
is large enough, we compute a suitable AMT in which every path has large enough
number of /-major nodes, allowing us to do pumping.

Lemma9. If P(v) is derivable in V and v[l] > 2/@l then P(+') is derivable in V for
some v <; .

Proof. Given some derivation § of some atom Q(x) in V, we define a valued feasible
AMT 75 by recursion on §. 7 looks almost the same as § except that when a node of
& uses an addition clause, then in 75 we selectively forget one of the children, and the
corresponding tuple is used as an edge label. The construction is such that the root of
75 is labeled with @ and p. The construction is as follows:



(i) If § is the derivation of Q () by applying the clause Q(u), then 75 is a leaf
labeled @ and p.

(ii) If § is the derivation of Q(u1 M ... M py), using a minimum clause, from the
derivations ¢; of Q;(u;) for 1 < i < k, then 7 has the root node A labeled with @ and
pa M. T g, has k children 75, , . . ., 75, , and each edge out of ) is labeled 0.

(i) If ¢ is the derivation of Q (1 +12) using an addition clause, from the derivations
01 and d2 of Q1 (u1) and Q2 (p1) respectively, then assume p;[l] < peo[l]. (The case
p2ll] < pa]l] is treated similarly.) Then 75 has the root node A labeled with @ and
t1 + p2, has one child 75,, and the edge out of ) is labeled 1.

Clearly 75 is valued and feasible. The first step produces an I-major (leaf) node.
The second step creates an [-minor node. The third step creates an [-major node iff
p1[l] > 0. Thus 75 has the property that if 5 is a child of « then:

(i) If v is I-minor then w(B)[I] > w(a)[l]. (ii) If v is I-major then 2w (B)[1] > w(a)[l].

Hence for any i > 1, if « is the ith [-major node on any path from the root, then
271 w(a)[l] > w(N)[l]. Now let 6’ be a derivation in V of the atom P(v). Let 7 = Ty.
Since v[I] > 2/%, and since by construction w7 (a) < 1 for any leaf node «, hence
every maximal path £ in 7 contains at least |Q| + 1 distinct [-major nodes. Hence at
least two of them should be labeled with the same state. Let them be at the (distinct)
positions ¢ and «¢ - B¢. Let 7; be the AMT obtained from 7" by chopping off the
subtree below position «¢ - 8¢ for each maximal path £ of 7. Since 7 is valued and
feasible, by Lemma 5, 77 is also valued and feasible. For every leaf position v of 77,
there is some maximal path & of 7" such that v = «a, - B¢. Hence every v has a strict
major ancestor labeled with the same state. By Lemma 8 there is a feasible AMT 7,
such that 7; <; 75. The result then follows from Lemma 7. O

Repeated applications of Lemma 9 allows us to show:

Theorem 2. If P(v) is derivable in V and v[I] > 2@ where I C {1,...,r}, then for
any number K there is some v’ > v such that P(v') is derivable in V and v/[I] > K.

Computing the coverability set. The pumping lemma allows us to compute the cover-
ability set for BVPMS. Define vf € (NU{oo})" forv € N7 as: v4[i] = oo if v[i] > 29
and v#[i] = v[i] otherwise. We extend +, M and < by letting n + oo = oo + 0o = oo,
nMoo =n,00Moo =o00,n < ooand oo < oo for n € N. They are extended to
r-tuples as usual. Define set Cy, = {P(v*) | P(v) is derivable in V'}.

Lemma 10. Cy, is the coverability set of V, in the sense that

(i) If P(v) € Cy and v > v/ € N then there is some v > v/ such that P(v") is
derivable in V.

(ii) If P(v) is derivable in V then v < v/ for some P(v') € Cy.

Theorem 3. The coverability set of BVPMS can be computed in EXPTIME.

5 Eliminating Alternation

Let A be an alternating XOR automaton on a finite set of states P. We define a cor-
responding BVPMS V on set of states Q as in Section 3. Let Zp = {S1,...,S,} as



in Section 2. We now define an equivalent one-way XOR automaton 5. We will need
clauses of the form P(xy + ... + x,) < Pi(z1) A ... A Py(2,,) which are translat-
able in linear time to clauses of one-way automata by using some auxiliary states. We
also need extended e-clauses of the form P(z) < Pi(x) A Q1(y1) A ... A Qn(yn)
where z, 41, ..., y, are mutually distinct variables. This can be thought of as the ¢
clause P(x) < P;(z) together with emptiness tests on states Q1, . .., Q.. As empti-
ness for one-way equational tree automata is decidable in polynomial time [22, 20],
these clauses do not increase the expressiveness of one-way equational tree automata
and can be eliminated in polynomial time [22,20]. The states of 5 are of the form
(S,v',Z,(vp)pes) and S for S € Zp, v/ € {0,1}?, Z C Zp and tuples vp € (NU
{oo})P suchthat (P, ', Z)(vp) € Oy foreach P € S. State S is supposed to accept the
terms accepted at each state in \S. The clauses added to B are as follows. We would have
liked B to contain the clause S(z1 +. ..+ ) < Si(z1)A. . .ASu(@n) ANre s T(yr)
if Plag, +...+ag,) € X4,z foreach P € S. However XA,Z may be infinite. Hence
we use states (S, v/, Z, (vp) pes), and clauses (1a) and (1c), together with the loops in
clauses (1b) to achieve this effect. Clauses (2) are standard.

(1) For each state (S,2, Z, (vp)pes) (call it S) of B, let v = [1pesvp. Let I = {i |
v[i] = oo} and J = {1,...,p} \ 1. We add to B the clauses .

@ S ier =1 it 2ies 251 %1 < Nerwpg=r Si(@i)Mie s NjZi Siy)
for n;’s such that n; <. v[i],

(b) S(z +y + 2) < S(x) ASi(y) ASi(z) foreachi € I,

(c) the extended e-clause S(x z) < S(z) A /\TEZ (yr).

(2) For each free f and clauses P(f(x1,...,2,)) < Pi(x1) A ... A Pi(x,) € Afor
1 < i < k, we add to B the clause ?(f(ml, ey Tp)) & Sl(xl) .. A\ Sp(x,) where
S={P,...,P}yandfor1 <i<n,S;,={P}, ..., PF}.

The purpose of the clauses (1a) and (1b) is to accept at S a summation of terms
accepted at the S;’s. For i € I, the number of summands from S; is an arbitrarily large
even or odd number with characteristic +'[:]. For i € J the number of summands from
S; is some n; <. v[i]. We do so because the elements of C), can be considered as
‘limits” of elements of X 4 z’s. If Py is the final state of .A then { P;} is the final state of
B. Now since alternating automata are trivially closed under intersection, and one-way
XOR automata are not closed under complementation [21]:

Theorem 4. Alternating XOR automata can be converted to equivalent one-way XOR
automata in 3EXPTIME. The class of languages accepted by them is same as that ac-
cepted by one-way XOR automata, is closed under intersection, but not closed under
complementation.

6 Eliminating General Two-Wayness

Let A be an alternating general two-way XOR automaton on a finite set of states P.
Define BVPMS V as in Section 3. In the absence of alternation clauses, and with re-
striction ¢ ¢ {i1,...,ix} in clauses (5), these automata have been shown to be equiva-
lent to one-way XOR automata in [22]. The case of alternation clauses was open. Also
clauses (5) without restriction can encode alternation [22] and the question of its de-
cidability was open. We now show decidability in presence of all these clauses. The



standard ‘saturation’ procedure in the non-equational case ‘short-cuts’ pop and general
push clauses to get new alternation clauses, till the general push clauses become redun-
dant. The problematic +-pop clauses are now dealt with using BVPMS. For example,
given clauses R(z) < Q(f(x,y)) A Pl(z) A P3(y), Q(x + y) < Pi(z) A Q'(y),
Q'(x +y) < Pa(x) A Ps(y) and Pi(f(z,y)) < Qi(z) A Q2(y), we can infer the
clause R(x) < Q1(x) A P*(z), provided that { P?, Q2} has non-empty intersection,
and { P2, Ps} has non-empty intersection. Formally for any alternating general two-way
automaton A’, let automaton A’ ,, consist of clauses (1-4) of A’. If

(i) A contains a general push clause R(z;) < Q(f(x1,...,%n)) ANy /\f;1 P (),
(i) (Q,as, Z) is non-empty in V for some S, Z,

(i) P(f(z1,...,20)) < QF (1) A...AQF (2,,) € Aforsome QF’s foreach P € S
(iv) the set {P/ | 1 < j < ki} U{QF | P € S} has non-empty intersection in
Agie/XORTori e {1,...,n}\ {l}

(v) each T' € Z has non empty intersection in Aq;:/XOR

then consider the clause C' = R(z;) < /\f;l Pl (21) A \pes QF (21). 1FC ¢ A
then we write A > A U {C}, which we take to constitute one step of our saturation
procedure. Arbitrarily many applications of clauses (1-3) may occur in between the
applications of the free pop clauses and the general push clause. However after cancel-
lations using the XOR axiom, only a functional term should be left. This is checked by
condition (ii). Conditions (iv) and (v) can be effectively checked by Theorem 1.

Given any alternating general two-way automaton .4 our saturation procedure now
consists of (don’t care non-deterministically) generating a sequence (A =)Ay > A; >
As ... until no new clauses can be added. This terminates because only finitely many
alternation clauses are possible. Let the final saturated automaton be C. We remove all
general push clauses to get alternating automaton C,;; equivalent to A.

Theorem 5. Alternating general two-way XOR automata can be converted to equiva-
lent one-way XOR automata in 3EXPTIME. The class of languages accepted by them is
same as that accepted by one-way XOR automata, is closed under intersection, but not
closed under complementation.

7 Conclusion

We have given a positive answer to the open question of the decidability of alternat-
ing general two-way XOR automata, in contrast to previous negative answers in case of
other theories. We have given 3EXPTIME reduction of these automata to one-way XOR
automata, thus also settling the expressiveness and closure properties of these automata.
We have shown that emptiness of these automata is decidable in 2EXPTIME, meaning
that secrecy of protocols modeled using these automata is decidable in 2EXPTIME.
Emptiness test for alternating general two-way XOR automata is trivially EXPTIME-
hard, but a more precise characterization of its complexity remains to be done. A key
technique of independent interest is a pumping lemma for Branching Vector Plus Min-
imum Systems, allowing us to compute their coverability sets in EXPTIME.
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